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YEAR 2000 WRAP-UP
Larry Lee

The Y ear 2000 rollover occurred with
hardly aproblem. Astherest of theworld
watched fireworks and partied, I T profes-
sionalswere at their workstations, check-
ing hardware and software to ensure that
everything ran asnormal. The State of
North Dakota did not experience any
outagesrelated to Y 2K.

The second “Y ear 2000” related problem
date was February 29 or Leap Day asitis
known. No outages were experienced on
this day either.

| am frequently asked whether Y 2K was
over-hyped or just ascam to sell new
computers. My answer isno, it was not
over-hyped nor wasit aselling tool. Had
nothing been done, there would have been
numerous problems. | also tell them that

Y 2K was not an extremely difficult project,
but was time consuming and involved alot
of people. There were hundreds of tests
performed and even more vendor and
business partner checks that needed to be
done.

But wait, Y2K isnot really over yet! There
isstill the end of the year when we go from
day 365 to 366 to consider. Some computer
systems handle dates using the Julian
system (1 through 365) for the day of the
year and those systems must account for
the extraday intheyear. However, if
January 1 and Leap Day are any indication,
there shouldn’t be too many problems
come this December 31.

INFORMATION TECHNOLOGY DEPARTMENT (ITD) SERVICE RATE
REDUCTIONS TURN BACK $1,825,920 TO STATE AGENCIES
Mike Ressler

Effective July 1, 1999

When ITD published budget ratesin April of 1998, disk storage rates were 2 cents per
track. With increased volume and a decreasein the cost of disk, | am pleased to an-
nounce the following rate reduction effective on the July Data Processing Billing,
distributed in August.

Old Rate
2 cents per track

New Rate
Disk Storage 1 cent per track

Based on current usage, this reduction in disk storage will save state agencies $41,480
per month or $995,520 for the 1999-2001 biennium.

Effective October 1, 1999

ITD isconstantly looking at ways to provide our services for less money without
reducing the quality of the finished product. When we are successful, we lower the
billing rate for the appropriate service. | am pleased to announce the following rate
reduction effective on the October Data Processing Billing, distributed in November.
Old Rate New Rate

5 cents per megabyte 3 cents per megabyte

LAN Back-up Storage

This service backs up agency servers and personal computersto I TD disk storage
devices. ITD charges the above monthly fee per megabyte of data stored in a secure
environment along with off-site storage and disaster recovery practices.

Based on current usage, this rate reduction will result in a savings to state agencies of
$9,600 per month or $201,600 for the 1999-2001 biennium.

Effective November 1, 1999

In June of 1998, ITD began aproject of reviewing all software products residing on the
enterprise server (mainframe). The objective was to remove those products that provide
duplicate functionality and are not essential to providing agency services.

Subsequently, we have removed several products saving $236,000 per year in mainte-
nancefees. Asaresult, we are reducing the enterprise server CPU rates from 98 centsto
95 cents effective on the November Data Processing Billing. This reduction will save
state agencies $20,100 per month or $402,000 for the remaining of the 1999-2001 biennium.

We arein the process of removing additional products, but there is a migration period
necessary before maintenance can be canceled. We will continue to review software
products to determine their need and as we are successful in removing them, we will pass

these savings on to you, our customers.
(continued on next page)
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The rates were reduced as follows:

Old Rate
IBM 9672 Batch CPU .98 / second
IBM 9672 CICSCPU .98 / second
IBM 9672 Adabas CPU .98 / second
IBM 9672 TSO CPU .98 / second

Effective February 1, 2000

New Rate

.95 / second
.95 / second
.95 / second
.95 / second

Agencies are gradually increasing the amount of server and pc datathey are storing. As
aresult, ITD will further reduce the LAN Back-up Storage rate effective on the February

Data Processing Billing, distributed in March.

Old Rate
LAN Back-up Storage

3 cents per megabyte

New Rate
1 cent per megabyte

Based on current usage, this rate reduction will result in a savings to state agencies of
$10,800 per month or $226,800 for the 1999-2001 biennium.

Current Projects

ITD isin the process of removing a mainframe software product called ROSCOE and will
migrate to a product called TSO. Another project isremoving a product called Dispatch
and migrating to OnDemand. Both are expected to be completed by May 17, 2000 and will
save over $96,000 per year. At the time of our next processor upgrade, I TD would have
to spend an additional $200,000+ for these 2 products to upgrade the licenses for the new
machine. These savingswill be passed on to the agencies in the months to come.

Telecommunication Services

TOKEN RING TO ETHERNET
CONVERSIONS
Kim White

ITD’sdirection of converting all token ring
networksto Ethernet is progressing as
planned. We are currently working in the
judicial wing on the second floor. The
basement and first floor have been
completed. If the schedule can be kept, we
will be finishing up the third floor by the
end of March or early April.

Plans are being started for the Bank of
North Dakota and Workers Compensation
Bureau, two of the larger networksin State
Government.

We are also converting smaller networks
astime and resources permit. |f youwould
like to get scheduled, please contact Kim
White at kwhite@state.nd.us or 701-328-
4675. | will try to answer any questions
you might have about the process or
procedures.

CONSTANT CHANGES IN
INFORMATION TECHNOLOGY
Tim DeGraff

To anyonein the information technol ogy
profession, changes are just another fact
of life. They happen with regularity and
without regard to our desires. Our state
network is no different. Changesin
technology make good design practices
obsolete every couple of years.

Initially the state network was designed in
ageographical manner. 1P addresseswere
assigned based on where you were
physically located and were shared by
Higher Education. The State matured
technologically and we were able to obtain
our own I P address space. Addresses
were still assigned based on location, but
we were now using our own addresses and
our own domain name servers.

Technology changed with the addition of
framerelay making it possible to design
our network around each separate depart-
ment. In other words, each department
had its own router that its remote offices
fed into. 1P address space was allocated to
follow that practice. At that point, some
officeswere still using the old addressing
scheme and some were using the new. As

departments made changes to remote
offices, we could change their addressing
to match the new method, but we were
never ableto completely update each
department.

Technology has matured further, and now
we are ableto collapse more data across
higher speed frame-relay circuits. So once
again it makes sense to assign address
space based on location. The problem this
has created is that our |P address space
has become so fragmented that our routers
spend extra cycles determining where to
send each packet.

Throughout this process, other changes
have become necessary. We added a
firewall, changed our DNS servers, added
WINS, and expanded the NDSTATE
domain. With each change and new
service, our network becomes more reliant
on consistent network information on each
PC. In order to bring that consistency to
our network, we are in the process of
helping to set each device connected to
the network to DHCP.

Thisalows usthe ahility to change the IP
address space of an office by asking the
end usersto power cycle their machines at
agiventime. It enablesusto give out
updated DNS addresses “ on the fly” rather
than spread out over a2 year period.

We have developed a plan that will
convert different areas of the state to
DHCP on ascheduled basis. Making use
of ITD staff, staff from other agencies, and
contracted personnel, we plan to have all
devices converted by the end of June
2000.

Please contact me at 328-1940 if you have
any questions about this process.
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WINDOWS 2000 INFORMATION
Kenn Schroeder

During the week of February 14, 2000,
Information Technology Department (ITD)
sent three of our Network Administrators
to an accelerated Windows 2000 course.
During this one week course, the three
network administrators covered avariety
of topics dealing with Windows 2000.
These topics ranged from theinitial
planning of the deployment to the
migration from our current Windows NT
domain.

There are two major areas of concern with

the migration process that lay ahead for

the State of North Dakota. They are:

1. Thetimeframein which Microsoft
plansto stop supporting Windows
NT.

2. Theimpact on the State of North
Dakota' s computer network regarding
the deployment of Windows 2000
servers.

Thefirst area of concern is support for the
Windows NT 4.0 platform. During the
training session, a statement was made
that Microsoft only planned to support
NT 4.0 until December 31, 2000, with no
service packs or fixes to be released after
that date. This statement seemsto be
overly optimistic about the rate of
implementation of this platform and we
have been unableto find aformal
Microsoft document or policy that
supports this statement. However, should
this statement prove to be true, it does not
leave agencies much time to migrate to
Windows 2000 if they wish to operate on a
supported platform.

Of more immediate concern is coordinating
the migration and deployment of this
platform within the State network. One of
the features built into Windows 2000
Server is smart technology. Thisallowsa
server to check the local or wide area
network for other Windows 2000 servers
asthey areinstalled. Thisfeature presents
amajor complication for the State network
if an agency other that ITD would be the
first to deploy a Windows 2000 Advanced
Server. When a server isdeployed, it
checks the network for any other Win-
dows 2000 servers. If it findsthat it isthe
first server on the network, it will set itself

up asadomain controller installing several
server featuresincluding Global Catalog
Services, DHCP, DNS, Active Directory,
and several other services. Thisnew
server would then become the root server
for the new Windows 2000 infrastructure.
If thisroot server isnot an I TD server,
there will be an immeasurable amount of
extrawork to migrate the current NDSTATE
domain to Windows 2000. If you plan on
deploying aWindows 2000 Advanced
Server before July 1, 2000, please try to
coordinate your deployment with ITD.

Agencies might also want to consider
joining the NDSTATE domain before
deploying any Windows 2000 servers.
Initial testing has indicated that the
migration process for agencies wishing to
jointhe NDSTATE domain after they have
deployed Windows 2000 servers will be
more difficult than it wason the NT 4.0
platform.

During the first two weeksin March, ITD
set up aWindows 2000 test |ab that will be
modeled after the current NDSTATE
domain. We will test the migration to
Windows 2000 and try to identify any
potential issues or problems associated
with the migration. If you have any
questions, please contact Kenn Schroeder
at 328-1932 or Kory Hellman at 328-1012.

THE DOMAIN NAME SERVICE
AND WINDOWS 2000
Jeff Carr

When we access an individual computer or
service on the State network or the
Internet, we instruct our computer to
connect to ranch.state.nd.us or
www.yahoo.com These names, while
convenient for usto remember are of no
meaning to our computers. Left to their
own devices, our computers cannot
connect to either ranch.state.nd.us or
www.yahoo.com They do not, by
themselves, know the | P address for either
ranch.state.nd.us or www.yahoo.com The
Domain Name Service, or DNS, servesto
provide the needed information. When we
use our browser to connect to
www.yahoo.com our computer asksaDNS
server for the IP address. Having discov-
ered the | P address, our browser forms the
needed connection. Without the informa-

tion provided by the DNS system, our
browser will be unable to find the web site.
Thisfact makesthe DNS system the single
most important service offered by either
the State network or the Internet.  All the
other services offered depend upon the
normal function of DNS. If DNSisnot
functioning normally, e-mail can’t be sent,
web sites can’t be browsed, 3270 sessions
to Ranch fail, connections to an Oracle
database will be unsuccessful, etc. Clearly,
the stability and proper configuration of
DNSisaprerequisite for any network.

Microsoft Windows Networking uses both
DNS and an additional name service,
WINS (Windows Internet Naming Service),
to provide the required translation of
computer namesinto |P addresses. While
thisdual naming system works, it does
create an extra administrative burden when
managing a Windows network. Both DNS
and WINS servers must be purchased,
installed, and maintained. When design-
ing Windows 2000, Microsoft wished to
reduce this administrative burden and
Windows 2000 Active Directory istheir
solution. When runin pure Active
Directory mode, a Windows 2000 server/
client uses DNS, and only DNS, for all of
its name resolution needs. Thiswill
ultimately make WINS a thing of the past
and that is agood thing.

While reducing the number of name
serviceswill reduce the administrative
burden on maintaining a Windows
network, it does require special configura-
tion of the DNS serversto support the new
functionality offered by Windows 2000
Active Directory. Without this special
configuration, Active Directory simply will
not work. For thisreason, it isabsolutely
critical that you inform ITD prior to
installing Windows 2000. If the state-wide
DNS servers areignorant of the existence
of your Windows 2000 servers/clients, you
will have created atrouble shooting
nightmare for yourself.

Windows 2000 presents additional
challenges for a successful deployment
and the changes in DNS configuration are
one of these. The article by Kenn
Schroeder located abovethis article
describes some of these challenges. If you
have further questions about Windows
2000, please contact Kenn at 328-1932.
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Software Development Services

E-GOVERNMENT TEAM
Vern Welder

North Dakota State Government has been
conducting business/commerce electroni-
cally for many years. Today’selectronic
government focusis on conducting
government business viathe World Wide
Web. Now it hasaname, ‘e-government.’
ITD has created an e-government team, or
E-Team, whose focusis to create and
maintain the infrastructure and applica-
tions that exploit the World Wide Web as
the information transport.

The E-Team consists of application
developers, a database analyst, aweb
page designer, and a tel ecommunications
network/security specialist. Projects
completed by the E-Team include: Secre-
tary of State’s ContractorsList, ITD’sIT
Planning System, State Procurement
Office’ s Requisition System, and Game and
Fish’s Harvest Information Program.
Marlys Jangulaisthe E-Team manager. To
explore e-government possibilities for your
agency, contact Marlys at 328-3198 or
mjangula@state.nd.us.
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CONVERTING FROM ROSCOE
TO TSO
Vern Welder

ITD will be discontinuing the use of
Computer Associates ROSCOE software
as our mainframe text editor in May 2000.
The replacement product isIBM’s TSO
(Time Sharing Option) product. All
ROSCOE procs will be replaced with TSO/
| SPF panels or other methods of perform-
ing the functionsrequired by ITD’s
development staff and our customers.

The ROSCOE to TSO conversion started
on February 22 with aweek of planning
and staffing activities. The projectis
staffed with five consultants and three full-
timelTD staff. Several individuals have
been assigned to provide part-time and
advisory roles. 1TD customers affected
by this conversion will be contacted to
address conversion and training issues.

TEAM MOVING TO NORTHBROOK
Vern Welder

ITD’s‘Looney Tunes' software develop-
ment team isin the first phase of moving to
aNorthbrook Mall office. Their office
space in Northbrook Mall isbeing pre-
pared for occupancy so theteamis
temporarily located in the committee clerk
room above the Senate Chambers. The
‘Looney Tunes' will bejoining two other
ITD software development teamsthat are
currently located in Northbrook Mall.

NEW SYSTEMS DEVELOPMENT
MANAGER
Vern Welder

ITD Software Development has a new
Systems Development Manager. Dennis
Elhard joined ITD on February 28. Dennis
istaking over Marlys Jangula s duties as
she transitionsto manage I TD’ s electronic
government team. Doran Eberle will
continue to serve as the Systems Develop-
ment Manager for Human Services'
applications.

GEOGRAPHIC INFORMATION
SYSTEM (GIS)
Vern Welder

The ND Geographic Information Systems
Technical Committee (GISTC) asked ITD to
determine how the GIS systems and
processes in State Government can be
leveraged to best serve state agencies’ and
the general public’sneeds. To fill that
request, ITD hasretained the Convergent
Group to study GIS and make arecommen-
dation on how GIS can be organized to
provide the most benefit. The GIS study
reportisduein early April 2000. Watch for
it on the ITD home page at http://
www.state.nd.us/itd. Click on ‘Current
Initiatives,” then click on the GISlink.

Computer Services

COMPUTER SERVER OUTAGES
Dean Glatt

When you hear the word downtime, it
conveys a negative image that suggests
we are having computer problems. When
you hear the word uptime, it suggests that
we are using a play on numbers and trying
to dodge the downtimeissue! Actually,
both are relevant to usand | feel both need
some slight explanation. Downtimeis
tracked for both planned and unplanned
outages. Planned outages are generally
predetermined outages in which mainte-
nance is performed on the system which
requiresit to be off-line. Unplanned
outages are generally the result of us
turning off the wrong power switch.
Actually, I'mjust seeing if you are paying
attention. Unplanned outages on our
servers are generally the result of hardware
failures or operating system failures.
Today’ s operating systems have millions
of lines of instructions. Unpredicted
failures are generally caused by some
combination of instructions conflicting
that were not possible to predict when the
systems were developed. The Windows
2000 operating system actually has more
lines of code than our mainframe server
operating system!

We measure outages based on a 24-hour
period since we have applications that
require round-the-clock availability, such
as our medical and law enforcement
agencies. Another appropriate measure-
ment isthe period from 7 am to 6 pm for
applications that are generally required
only during regular working hours. These
systems have the luxury of being brought
down for maintenance anytime after hours.

Thetimeis here however, that ITD is
pressed with the demand to have all of our
“small” systems on-line 24 hours aday,

Name: Bill Laber

Yearsat ITD: 3years

ITD EMPLOYEE PROFILE

Jab Title: Computer Systems Administrator

Section of ITD: Tech Services

Job Responsibilities: Setup and support NT servers maintained by
ITD, including the State web server, real audio server, exchange e-

mail, Notese-mail on NT, €tc.
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365 days ayear because of round-the-
clock internet usage. With that in mind, we
have started implementing redundant
hardware by doubling and even tripling
the amount of computer serversthat we
havein our shop to achievethisgoal. Ina
redundant environment, such asour MS
Exchange mail system, aprimary server can
be brought down for maintenance while
the fail-over system keeps the mail system
on-line. Asoperating systems become
more stable, which iswhat we are hoping
Windows 2000 will do for many of our
servers, our availability will become even
better.

Incidentally, our 1999 S/390 mainframe
server planned outages amounted to 116.2
hoursfor atotal system uptime of 99.98%
for theyear. These outages are usually
performed on Sundays. Unplanned
outages in which the entire system was
unavailable amounted to roughly 5 hours
and there were several incidents where
specific applications were unavailable
while the rest of the applications were
online.

Information Technology

MICROSOFT SELECT PURCHASE
AGREEMENT
DennisKlipfel

ITD has been assisting the State Procure-
ment Office of the Central Services
Division in establishing a state purchase
agreement for Microsoft products under
the Microsoft Select program. This
program will provide for the direct pur-
chase of Microsoft products by agencies
at areduced price from adesignated
reseller.

The MS Select program isavolume
software licensing program designed to
reduce the cost of software and make it
easier and quicker to obtain properly
licensed software. A Select agreement has
four pricelevel options. Each pricelevel is
tied to a purchase forecast for atwo-year
period. Based on projected State of North
Dakota purchase volume, our agreement
will be at the lower volumelevels.

The software products are pooled into
three groups: applications, systems, and
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servers. A separate pricelevel is estab-
lished for each group based on the
purchase forecast for that group. Pur-
chasesin one group, however, can’'t be
used to count toward the volume forecast
of another pool.

Not all product price discounts are the
same, but the discounts range from
approximately 20% to 50%. Thefinal price
schedule has not yet been established, as
the reseller could provide additional
discounts. A limitation isthat the only
resellers authorized to participatein a
Select purchase agreement are those
designated as Microsoft large account
resellers.

When the agreement isin place, an order
may be issued directly to the reseller and
the software is on itsway to the agency.
The software is quickly availableto the
agency, the agency isassured of a
legitimate license, and it should see
additional savings on its software pur-
chases. Agenciesalso have quick access

totrial copies of software and may
purchase a software upgrade protection
option to ensure upgrades to their current
software.

Thereseller is also expected to have aweb
siteto provide additional on-line services.
Due to the state purchase order require-
ments, the actual online purchase of
software may be somewhat limited, but this
too is being worked on.

The effective date of the Select agreement
is expected to be about the middle of April.
Agencies are encouraged to hold any
major software purchases until after the
Select agreement isin effect. However,
requests for Microsoft software purchases
prior to theimplementation of the Select
agreement will not be denied or delayed.

1

CORPORATE TECHNOLOGIES TO
PROVIDE PC AND LOCAL AREA
NETWORK SUPPORT
Mike Ressler

On March 1, Information Technol ogy
Department signed a contract with
Corporate Technologiesto assist ITD in
providing pc and local area network
support for state agencies. There-
sponse from our last customer survey
stated the agency need for additional
support inthisarea. The contract will
provide aguaranteed 1,000 hours of
resources to be used by ITD during the
next year. If thedemand is greater than
the current contract commitment, we can
request additional resources. If your
agency isnot using I TD for this support
and you would like to start, please
contact Lynette Goroski at 328-2153.
ITD charges $45 per hour for this
desktop support service.

ORACLE CORPORATION
STATEWIDE CONTRACT
Mike Ressler

Information Technology Department is
working with Oracle Corporation to enter
into a statewide contract. The contract,
when signed, will guarantee a40%
discount off future software license
purchases along with annual mainte-
nance fees. However, the State must
commit to spending $1,200,000 (list
price) over the next year. The State has
acouple of large projects that may
include Oracle software and, if so, would
account for the majority of this commit-
ment amount. If your agency is consid-
ering the purchase of Oraclelicensesin
the near future or you have any ques-
tions, please contact Mike Ressler at
328-1001.

RECORDS RETENTION SCHEDULES AVAILABLE ON THE WEB
Becky Lingle

State agencies can now view their records retention schedules at http://www.state.nd.us/
itd/records/recordshome.html. Thisfeature requires Adobe Acrobat Reader. If you need
to download Reader, go to the State Forms link on the Records Management home page.




GENERAL RETENTION SCHEDULE UPDATES
Becky Lingle

The General Retention Schedule distributed to state agencies late
last year has been working great. We received afew suggestions
to improve the retention schedule and add some additional record
seriesto the schedule. The records coordinator in each agency
should be receiving alist of potential record seriesto be added to
the General Retention Schedule toward the end of April.

RECORDS MANAGEMENT AND RISK MANAGEMENT -
WORKING TOGETHER FOR STATE GOVERNMENT
Becky Lingle

ITD Records Management was asked to participate in the Annual
Risk Management Seminar on April 13-14. “Y our Records
Retention Process - Harmful or Helpful 7’ will include sessions on
the use of electronic evidencein litigation, the litigation process,
e-mail uses and misuses, records management, e-mail systems,
and electronic records retention.

We are very fortunate to have Mr. John Jessen as the keynote
speaker. Mr. Jessen isthe president and CEO of Electronic
Evidence Discovery, Incorporated in Seattle, Washington.

If you would like more information or would like to register,
contact Renae Schumacher from the Risk Management Division at
328-6514 or rschumac@state.nd.us.

INFORMATION LINK ispublished quarterly by the North
Dakota Information Technology Department.

Anyone interested in contributing information or would like
to be added to the mailing list should contact the editor at
North Dakota Information Technology Department, 600 East
Boulevard Ave Dept 112, Bismarck, ND 58505-0100, (701)
328-3190. FAX: (701) 328-3000.
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